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ABSTRACT
Throughout the coronavirus disease-2019 (COVID-19) pandemic, there has been disparate misinformation on those already 
experiencing health and social inequities. Misinformation from online communities, friends/family interpretation bias, and in-
consistent information from content experts exacerbate an already weakened trust in the medical system among socially vulner-
able populations. When trust in scientific evidence is low, susceptibility to misinformation is high. Although trust is an essential 
factor in susceptibility to misinformation, it cannot be the only lens through which the impact of  misinformation on socially 
vulnerable populations is examined. Patients need scientifically valid information in the face of  a flood of  misinformation and 
conspiracy theories. This can be provided through public health campaigns, community workers, and all healthcare providers. 
Vigilance needs to be maintained to dispute any unwarranted information to keep the population healthy.
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INTRODUCTION 

The Department of  Social Determinants of  Health (SDOH) 
was established in response to a call to action from the World 

Health Organization (WHO) Commission on Social Determinants 
of  Health (CSDH) to address the avoidable social, physical, and 
economic inequities that affect health and health outcomes, par-
ticularly among the world’s most vulnerable populations.1 The 
five key areas of  SDOH include health and healthcare, education, 
neighborhood and work environment, financial stability, and social 
and community interconnection.1 The Centers for Disease Con-
trol (CDC) divides the risk factors that affect SDOH into four 
groups that define socially vulnerable populations: housing type 
and transportation, socioeconomic status, household composi-
tion, and disability, minority status, and language.2 Coronavirus 
disease-2019 (COVID-19) was initially assumed to be the great 
equalizer, as everyone was regarded similarly vulnerable.3 However, 
age, concomitant medical disorders (hypertension, obesity, cardio-
vascular disease, and diabetes), and populations with non-medical 
social vulnerabilities were found to have the worst outcomes from 

COVID-19 infection,4 excessively impacting minorities.5 As United 
States (U.S.) businesses shuttered, the socioeconomic divide fur-
ther widened, as populations already suffering from pre-pandemic 
health and social inequities were disproportionately exposed due 
to their living and working environments, limited access to medical 
care, and inability to effectively implement self-protective strate-
gies.6 At the start of  the COVID-19 pandemic the most common 
sources of  COVID-19 information were online news platforms 
and social media.7 To improve COVID-19 preventive measures 
among socially vulnerable populations, it is critical to understand 
the risk of  social media misinformation and its intersection with 
eHealth literacy, education, and social context.8

MISINFORMATION AND SOCIAL MEDIA

Misinformation from online communities, friends/family interpre-
tation bias, and inconsistent information from content experts9 ex-
acerbate an already weakened trust in the medical system among10 
socially vulnerable populations. When trust in scientific evidence is 
low, susceptibility to misinformation is high.11 Although trust is an 
essential factor in susceptibility to misinformation, it cannot be the 
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only lens through which the impact of  misinformation on socially 
vulnerable populations is examined.12 Misinformation and conspir-
acy theories also proliferate in the absence of  scientific evidence, 
and those who believe in misinformation likely use social media as a 
resource for information.9

 The appeal of  social media stems from the ease of  connec-
tion to others and is a widely used resource, but there are disadvan-
tages. Misinformation spreads quickly without validation, especially 
laced with the biases of  trusted family, friends, and internet “ex-
perts”. During the early stages of  the COVID-19 pandemic, global 
social media use soared by 65-75%.13 Researchers began to investi-
gate the effects of  political ideology, motivated reasoning, and belief  
correlation of  misinformation on COVID-19 preventive strategies 
as the popularity of  social media increased. According to Pennycook 
et al,14 contrary to popular assumption, political ideology is less of  
an influence in the belief  of  misinformation than the inability to 
analytically evaluate information.14 When confronted with extremely 
complex scientific issues where analytic thinking may fail, people re-
sort to motivated reasoning and intuition,14 increasing the probability 
of  accepting false information to maintain pre-existing beliefs.3 

 The degree to which the information corresponds with a 
person’s own beliefs, the perceptual consensus, and the perceived 
source trustworthiness rather than the veracity of  the information, 
are factors driving its dissemination.15 Misinformation spreads via 
digital algorithms to those whose social media streams are relevant 
to the message, creating an ecosystem inside the wider network,15 
resulting in misleading information reaching people six times fast-
er than factual information.16 Familiarity with the subject content 
increases perceived accuracy, regardless of  the credibility of  the 
source.9,15 To gain social consensus, the user proliferates the misin-
formation in social media echo chambers,11 forming a “homogenous 
cluster”, which results in the assimilation, reinforcement, and prop-
agation of  those beliefs.17 Obiala et al8 investigated the rate at which 
accurate versus false COVID-19 information was disseminated. Ac-
cording to the researchers, 80% of  articles, concerning COVID-19, 
published on Facebook during the study period were accurate; of  
which only 6.7% were scientifically valid or peer-reviewed.8

COVID-19 RISK PERCEPTION

Most of  the public acknowledges that misinformation is a threat, 
but what constitutes risk varies according to a person’s political ide-
ology, culture, values, and socioeconomic conditions.18 According 
to the Health Belief  Model, if  a person believes they are susceptible 
to COVID-19 and that it is a serious risk, they will take measures to 
protect themselves after considering the perceived benefits and barri-
ers to adopting a particular preventive strategy.19 People perceive risk 
through cognitive and emotional domains which are not always con-
gruent, but influence risk perception and risk avoidance behaviors.20 

The use of  preventive strategies is influenced further by the percep-
tion of  danger than by actual risk. Through social media analysis, Qiao 
et al20 examined which social determinant factors impact risk percep-
tion: perceived susceptibility, severity, and/or emotion.20 According to 
research, participants who live in poverty, have a lower socioeconomic 
status, are uninsured, have less than a high school education, and score 
low in terms of  the perceived risk of  COVID-19 infection.20 Research 

has shown the older minority,21 the less educated,16 and those with 
a lower cognitive function22 are the most vulnerable to misinforma-
tion.16,21,22 This provides an important corollary between vulnerable 
populations and COVID-19 risk perception.20 The use of  preventive 
strategies positively correlates trust with scientific evidence, numeracy, 
and health and scientific literacy.22,23 Susceptibility to misinformation 
and inadequate COVID-19 preventive measures can have disastrous 
consequences (Table 1).13,24-26 

 Reseach suggests skepticism is one of  the best forms of  de-
fense against misinformation.27 Skepticism acknowledges that there is 
a perceived knowledge gap on a given topic.27 This identified knowl-
edge gap influences whether or not a subject will research a given top-
ic.3 Unfortunately, information-gathering does not always correspond 
with accuracy.3 Roozenbeek et al11 studied the correlation of  suscep-
tibility to misinformation as a predictor of  compliance with COV-
ID-19 preventive strategies (Figure 1). According to previous research, 
minority status, acquiring information from social media,11 and low 
eHealth literacy23 are associated with the highest susceptibility to mis-
information. 

THE RELATIONSHIP BETWEEN HEALTH LITERACY AND 
SOCIAL MEDIA

eHealth literacy combines general health literacy and digital media 
self-efficacy,23,28 which supports the assessment of  content accura-
cy and recognition of  personal knowledge gaps, in order to assume 
healthy behaviors.23 The term eHealth literacy, originally coined by 
Norman et al29 refers to “the ability to seek, find, understand, and appraise 
health information from electronic sources and apply the knowledge gained to ad-
dressing or solving a health problem”.29 Research by Guo et al30 concludes 
that eHealth literacy rather than income is a greater determinant of  
knowledge and adherence to COVID-19 preventive behaviors: higher 
socioeconomic class31 and education level positively correlate to great-
er eHealth literacy and the ability to effectively research,30 while rurality 
and poor numeracy skills are associated with low eHealth literacy.23,32 
A person’s eHealth literacy correlates to less belief  in conspiracy the-
ories and better comprehension of  COVID-19 and preventive health 
strategies.28 However, the challenge of  the eHealth literacy instrument 
is the subjective assessment of  one’s gap between perceived and ac-
tual knowledge.23,32 The COVID-19 pandemic exposes a reciprocal 
relationship between social and digital inequities, impacting eHealth 
literacy and the knowledge gap.28
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Table 1. Examples of Misinformation13,24-26

1. The threat of Coronavirus has been exaggerated by political groups who want  
   to damage President Trump.
2. The Coronavirus is being used to force a dangerous and unnecessary vaccine on  
    Americans.
3. Ultra-violet (UV) light can cure COVID-19.
4. The Coronavirus is being used to install tracking devices inside our bodies.
5. Hydroxychloroquine can prevent or cure COVID-19.
6. COVID-19 cannot be transmitted in areas with hot and humid climates.
7. Bill Gates is behind the Coronavirus pandemic.
8. Putting disinfectant into your body can prevent or cure COVID-19.
9. African Americans are not susceptible to COVID-19 due to the melanin in their  
   skin.
10. Consumption of garlic and cow’s urine (Gou Muta) can cure COVID-19.
11. Consumption of highly concentrated alcohol disinfects the body from 
     COVID-19, resulting in 800 deaths 
12. Drinking methanol cures COVID-19, blinding 60 and hospitalizing 5,876 people
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 Individuals who are elderly, homeless, or live in rural are-
as, along with those who previously relied on internet connectivity at 
work, have limited access to dependable online government and public 
health resources,33 which contribute to the digital divide. To strength-
en preventive methods, bridging the knowledge gap to reach socially 
vulnerable groups and those who are more likely to have a lower per-
ceived risk of  COVID-19 illness must be tailored to the community’s 
resources.34 Access to information resources, perceived reliability of  
the messenger and message, willingness to seek to clarify information 
and perceived risk all play a role in improving adherence to preventive 
behaviors among persons with communication inequities.34

STRATEGIES FOR CORRECTING PATIENT MISPERCEPTIONS

Direct messaging on social media platforms by healthcare pro-
fessionals, is effective to foster confidence in public health mes-
saging, improve health literacy, and inoculate the public against 
misinformation.24 The social and economic costs of  the pandemic 

can be reduced by focusing communication and strategies on the 
SDOH.35 Communication of  accurate COVID-19 information 
may reach the widest audience, including vulnerable populations 
by leveraging social media platforms. Healthcare professionals 
who want to employ this strategy must ensure that communication 
is non-judgmental, evidence-based but medical-jargon-free, and 
structured to educate people on the benefits gained by using pre-
ventive strategies versus losses of  not doing so.8 It is recommended 
that healthcare professionals seek risk management advice and be-
come familiar with anti-vaccine and COVID-19 denialist rhetorical 
strategies before attempting social media outreach to pre-develop 
messaging that effectively debunks those narratives.36,37

 During office well-visits, healthcare professionals should 
take the opportunity to re-educate patients, noting to deliver in-
formation based on the patient’s education level while respecting 
cultural beliefs. Using a patient-centered approach, explore the rea-
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Figure 1. Susceptibility to COVID-19 Misinformation Model, Sorted by Country11

Published by the Royal Society under the terms of the Creative Commons Attribution.11

Negative values indicate a reduced sensitivity to misinformation.
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sons and attitudes that lead to vaccine hesitancy and inadequate 
preventive illness behaviors.38 Cultivate a behavior change partner-
ship that incorporates active decision-making and patient engage-
ment, with the goal of  addressing the patient’s perspective.38 Refer 
patients to government websites such as CDC and WHO’s Myth-
buster,39 for scientifically valid COVID-19 information. 

 When confronted with misinformation or conspiracy 
theories, ineffective messages that contradict pre-existing beliefs 
can sometimes reinforce those beliefs. According to the Debunk-
ing Handbook, rather than simply refuting the myth, begin with 
the fact, in a clear, direct manner appropriate to the context in 
which the misinformation was originally presented. Do not repeat 
the myth more than once. Explain the fallacy and the underpinning 
of  the misinformation.27

 Public health outreach and community collaboration are 
ongoing. Patients need scientifically valid information in the face 
of  a flood of  misinformation and conspiracy theories. Acceptance 
of  a vaccine or adoption of  a disease-preventive behavior is the 
result of  complex decision-making that involves trust, risk percep-
tion, and health literacy,40 which underscores the importance of  
patient education. A comprehensive health history must include 
conversations about social media use. Social media is a widely used 
resource, and patient misperceptions derived from its use must be 
regarded as a risk to a patient’s health and safety.18 Education is our 
most powerful tool for reversing the misinfodemic and improving 
preventive strategies for our vulnerable populations. 
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